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KAK SALLUTUTD

CBOUTAOXETDbI OT BUPYCOB

BUPYCbI:

+ OTKPbIBAKOT yAaNeHHbIW AOCTYN K BalleMy YCTPOWACTBY
« KpaayT NIOrMHbl U Naposin OT OHNaWH- U MOBGMUNbHOIro 6aHKa
« NepexBaTbIBAlOT CEKPETHbIe KoAbl U3 coo6LeHnn

3anony4umB 3TU AaHHble, KN6epnpecTynHUKn
MOryT NOXUTUTb BCE AEHbIMU C BalLlUX CHETOB

KAK NMOHATD,

YTO YCTPOUCTBO 3APAXEHO?

YTO AENATD,

ECNTU HA YCTPOMUCTBE BUPYC?

KAK SAWLNTUTD

YCTPOUCTBO OT BUPYCOB?

yuTanTe Ha fincult.info

3aBucaeT, nepesarpyxaeTcsi UM OTK/IloHaeTCs
Camo 3aBepLuaet paboTy NpUNoXeHUn
MokasbiBaeT BCN/biBalowWMe OKHa

TepsaeT o6beM NamMaTn

MosBoHKuTe B 6aHK 1 nonpocuTe 3a610KUpoBaTh AOCTYN
K OHNalH- 1 MO6MNbHOMY 6aHKY U BCe KapThkl, KOTOPLIe
MCNoNbL30BaNnn Ha yCTpoucTee

O6paTurech B CEpPBUCHbIN LIEHTP, YTOObI BblNIeYUTL ragXeT

MepeBbINyCcTUTE KapThl, CMEHUTE JIOTUH U Napo/ib
OT OHNaH-6aHKa U 3aHOBO YCTaHOBUTE 6aHKOBCKOE NpunoXeHue

MUcnonb3yiTe aHTMBUPYC U perynspHoO ero o6HoBnsanTe

He nepexoguTte no ccbisiKam OT HE3HAKOMLIEB, HE yCTaHaBNMUBalTe
nporpammbl No Ux Npocb6e 1 He UCNoNb3yiTe Yyxue hnewkn

CkauuBaiTe NpUNoXeHUs TONbKO U3 NPOBEPEeHHbIX MCTOYHUKOB
OG6GHoBNANTE ONEepPaUNOHHYIO CUCTEMY YCTPOWCTBA

Mz6eraite o6uwepoctynHbix Wi-Fi-ceten

®uHaHcoBasn
Mogpo6Hee o 3awuTe ragKeToB a KynbTYpa



OCTOPOXXHO:
TENE®POHHbIE MOLLEHHUKMUA!

S NMPUSHAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

Adepuctbl MOryT
npeacTaBuTbCA CNyX6omn
6e3onacHocTK 6aHka,
Hanorosou,

nNpoKypaTypou

JTio60M HeoXXmMaaHHbIA
3BOHOK, CMC vnu nucbMo —
NoBOJ, HACTOPOXUTHLCS

3BOHAT
M3 BaHka, NonMuMn

UK Opyron opraHm13aumm?

PALYIOT BHESAMHON
BbIFOAOW UNU NYTAIOT ~ YBEOMTECS,
CwunbHble aMoLUMHn YTO 3TO HE MOLIEHHWKMK!
nNpUTYNNAKOT

6auTenbHOCTb

Q BAXKHO!

CoTpyaHUKU 6aHKOB M Nonvuum C
HUKOINOA He crnpawmBaioT .
PEeKBU3WUTbI KapTbl, NAponu

u3 CMC, nepcoHasnbHble faHHble
M He NPOCHT coBepLaTh
nepeBofbl C Balwen KapThbl

4 Kak 3awmTuTb cBOM pMHAHCBDI,
[w] 1 yuTauTe Ha fincult.info

e HA BAC OABAT

AdepucTbl Bcerpa
TOPOMNSAT, YTO6bI

Yy Bac He 6bu10
BpeMeHu Bce obaymaTb

9 FOBOPSIT O AEHBIAX

MpepgnaratoT cnacTu
cbepexxeHust, Nony4nTb
KOMMeHcaLuIo WU BIOXUTBCS
B UHBECTULIMOHHBIW NPOEKT

6 NMPOCAT COOBLATD
AAHHbDIE
3N0yMBbILWIEHHNKOB
MHTEpEeCYIOT peKBU3UTDI

KapTbl, MAponu u Koapi
M3 6aHKOBCKUX YBeOM/IEHWUIA

HUKOIrAA HUKOMY
HE COOBLLAMUTE:

kogbl n3 CMC

TPpex3Ha4HbIi Koa Ha 060pOTHOM
cTopoHe kapTbl (CVV/CVC)

PIN-kon
naponu/noruHbl K 65aHKOBCKOMY
NPUNOXEHMIO U OHNaNH-6aHKy

KogoBoe CNnoBoO
nepcoHanbHble AaHHble

duHaHcoBas
KynbTypa



KAK SALLIUTUTDBCH

YT106bI gOOpaThCca A0 Bawmx 6aHKOBCKUX CHETOB,
MOLUEHHMKAaM HYXXHbl BaluM NepCcoHasibHbl€ AaHHbIe
N PEKBU3UTbI KapT

Kakue cxeMbl UCronb3yloT adpepurcTbl?

OBELLUAKOT 30/10TbIE MOPbI
Onpocbl 3a BO3HarpaxaeHue, counanbHble BbiNNatkl Unu cBepxnpubbinbHble
MHBECTULUMOHHbIE NPOeKTbl. FapaHTUA GbICTPOro o6oraleHns — NPU3Hak o6MaHa

SAMAHUBAIOT HA PACIMNPOOAXHU
OrpomHbIe CKMAKW W HU3KKUE LieHbl MOTYT OKa3aTbCH MOLIEHHWYECKO YNOBKOW

CMNEKYNMUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, 06baena0T cOop geHer Ha pa3paboTky BakLUMH, 06eLUaloT BEPHYTh
AeHbrK 3a OTMEHEHHbIE pPeiChl MW NPeaNaraT NoNy4YuTb rocyaapcTBeHHbIe
aotauum

MACKUPYIOTCH

PaskirpsialoT posib NpoAaBLOB W NOKyNatenein Ha NonynspHbIX caiTax o6bABNEHWUNA

Kak o6e3onacuTb CBOM AeHbru

B UHTEpHeTe?

1 YcTraHOBWUTE aHTUBUPYC U perynapHoO OOHOBNAWTE ero

3aBeguTe oTAeNnbHyO AebeToBY KapTy ANA nnatexen
B UHTEPHEeTEe U KNnaguTe Ha Hee HyXHYlo CyMMy nepeg onnaton

Bcerga npoBepsinTe agpeca 3NeKTPOHHOW NOYTbl U CAWTOB —
OHW MOrYT OTINYATLCA OT ohULManbHbIX NULb NAPOA CUMBOMOB

He nepexoguTe No cCbinkam OT HeZHaAKOMUEB —
Ccpasy yaansiite COMHUTENbHbIE COOGLLEHNA

a b WO N

HukoMmy He coobLialiTe CBOW NepcoHanbHble AaHHble
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KAK SALLLUTUTDBCH
OT PULLUNHTA

D®UWMHI — BU MOLLEeHHUYeCTBa, Korga Y YenoBekKa KpaayT
nepcoHasibHble AaHHble Ui AeHbrm C NOMOLbIO CanToB-NnoAnesnok.
YacTo MOLWEeHHUKM AenaloT CanTbl, KOTOpbIe KakK ABe Kanju Boabl
MOXOXXU Ha CanTbl peasibHbIX OpraHusaummn

KAK MOXXHO OKA3ATbCH
HA ®ULLNHIOBOM CAUTE?

Mo ccbinikaM U3 MHTEpPHETa MY 3N1eKTPOHHOM noyYTtbl, CMC,
COOBLLEeHMN B COLCETAX UITM MECCEeHIKepPaX, peKamsl,
obbsBNEHUN O NoTepesx, pacnpofa)ax, KoOMneHcaumsax

OT rocygapcrsa

Xakepbl YacTO B3/1aMbIBalOT Yy)KMe aKKayHTbl,
“n ¢HII.IHHI'OBEIH CCbI/IKa MOXKeT anﬁTH AaXe OT 3HaKOMBbIX

KAK PACMNMO3HATb
OULLMNHIOBbIA CAUT?

Appec oTiM4yaeTcs OT HacTosWero Nvib Napon CUMMBOJIOB
B agpecHoM cTpoke HeT https 1 3Hauka 3akpbITOro 3amMka
OusanH cKonmMpoBaH HeKa4yecTBeHHO, B TEKCTaxX eCTb OWnbKM

Y canTa Masio CTpaHuL Unu gake ogHa — Ana BBoAa OaHHbIX
KapTbl

KAK YBEPEYbBCH OT ®ULLINHIA?

YcTaHOBUTE aHTUBUPYC M perynsapHo o6HoOBNSINTE ero
CoxpaHsainTe B 3ak/agkax agpeca HYy>HblX CanToB
He nepexogurte No Nnogo3puUTesibHbIM CCblSIKaM

Ucnonb3ayiTe OTAENbHYIO KapTy A/1s NOKYMNOK B MHTEpHETe,
KNaguTe Ha Hee HYXXHYK CyMMY NpsiMO nepepq onnaTomn

n 6 duHaHcoBan
ogpobHee O npanm:ax Kyanypa
Ku6eprurueHbl YMTaiTe Ha
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YKPAJIN OEHbIA?

© 3ABNOKUPOBATL @ HAMUCATD © OBPATUTbCH
KAPTY . 3ASIBNEHME O HECOIMACUU - Bnonuuuio
~ COrEPALMEN i
i
- 110 HOMepy TenegoHa 6aHka  3asBneHUe AOMKHO  Yewm Gonbwe niopeit
Ha 6aHKOBCKOM KapTte OblTb HANUCAHO: nopagyT 3anB/eHuUs,
Wnu Ha ocuuManbHOM caiTe e m Fedenine cyror nocre | TeMm Bbille BEPOATHOCTS,
« Yepes MobunbHoe npunoXxeHue COOOLWEeHNsa 0 CNUcaHnmn YTO NPecTynHUKOB
- Yepes NNYHbI KabuHeT |r RERRE i
Ha opMumanbHOM canTe 6aHKa = - Ha MecTe B OTAe/IeHUn
.~ BaHka

« B oTAeNeHuun 6aHKa

KAK OBE3ONACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLUAUTE: KOOOBOE CJIOBO
« CPOK AENCTBUA KapTbl U TPEX3HauYHbI Ko HasblBalTe TONbKO COTPYAHWKY OaHKa,
Ha ee o6opoTHON cTopoHe (CVV/CVC) Korga caMv 3BOHUTE Ha ropadyto

- MApPO/N U KOAbl U3 yBEAOMNEHMWIA NINHWIO

« IOFMH U Napo/ib OT OHNaH-6aHKa

HE NYBJIMKYWUTE
ﬂeDCOHaﬂbele AJaHHbIE B OTKprTOM gocwne

BaHk He KoMneHcupyeT
noTtepw, ecnv Bbl HapyLWWIn

npaeuvuna 6e3onacHoro
UCNosNib30BaHUA KapThbl

YCTAHOBUTE
aHTUBUPYCbI Ha BCe YCTPOWCTBA

Moppo6Hee o npaBunax 6esonacHoCcTn ®duHaHcoBan
yuTanTe Ha fincult.info KynbTypa




